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1 PREFACE 

The following publications are part of the cumulative dissertation. A detailed description 
of the personal contribution to each of the publications is provided according to the 
document “Presentation of the doctoral candidate’s personal contribution” 
(“Darstellung der Eigenleistung der Doktorandin/des Doktoranden”). 
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2 INTRODUCTION 

2.1 Background of research work 

The reuse of clinical routine data offers enormous potential for the clinical research. 
Clinical information systems (CIS), primarily developed for patient care in hospitals, 
store this huge data treasure. The use of this data in cross-hospital and transnational 
research projects demands extensive coordination of the technical and nontechnical 
tasks associated to data management. National initiatives have already been 
established in different countries e.g. the French Health Data Hub1, the Swiss 
Personalized Health Network (SPHN)2 or the Health-RI (Health-Research 
Infrastructure)3. In Germany, in 2018, the ‘Federal Ministry of Education and Research’ 
launched a national funding program, the German Medical Informatics Initiative (MII), 
to implement the reuse of clinical routine data for research at large scale4. Along with 
the collateral digitalization aspiration in the healthcare sector, the four MII funded 
consortia (MIRACUM, DIFUTURE, SMITH, HIGHMED) aim to strengthen medical 
research and improve medical treatment for patients. The associated university 
hospitals, like the University Medicine Mannheim (UMM) in the MIRACUM consortium, 
play an essential role in the establishment and networking of medical data integration 
centers (DIC)5. DICs are at the heart of the MII since they make medical data from 
care and research accessible. They create and implement the technical and 
organizational prerequisites for a cross-hospital data exchange between patient care 
and clinical/biomedical research. The data to be exchanged are jointly defined by the 
consortia members and implemented as the MI-I core data set6. The core data set 
consists of interdisciplinary basic modules like person, fall, consent, procedure, 
laboratory, medication, and extension modules which include data from specific 
medical fields or applications like oncology, biospecimen data, pathology findings. 
Data flows, starting from the routine healthcare systems into the DIC, are established 
in strict compliance with the generic data protection concept and the respective patient 
consents, in order to fill internal research data repositories of the hospital which are 
tailored to specialized or generic storage platforms. In addition, the DICs contribute to 
a cross-location repository, the German Research Data Portal for Health 
(“Forschungsdatenportal für Gesundheit” (FDPG)) which integrates data protection 
compliant data of about 25 university hospitals7. This data pool currently commands 
data of over 9.5 million patients with more than 40 million data items of diagnoses and 
more than 300 million laboratory data points. The FDPG serves as a central point of 
contact for scientists who want to carry out a research project with clinical routine data 
or biosamples. It handles the submitted feasibility requests, contractual regulations for 
the use and coordinates the data provision. 
 
Any secondary data use presumes trustworthy and high-quality data management in 
general as a precondition for guaranteeing a precise and sustainable preparation of all 
related digital information8,9,10. However, managing digital data pipelines is a complex 
task, in particular in the context of clinical data use and under the associated general 
and hospital-specific rules for the protection of legal and ethical constraints for data 
access11. It is critical to have access to an unbroken and transparent chain of data 
transformation to minimize the risk to the legacy of the medical datasets12. It is equally 
challenging and extensive to ensure data correctness when data, processes and 
software code for data processing are constantly changing under dynamical 
infrastructural environmental conditions13. 
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Figure 1 illustrates a generalized overview of the data managing tasks in the data life 
cycle of clinical research data. Essentially, the three layers shown characterize the 
entire research data life cycle, from data planning, data acquisition, data processing 
and data analysis to the publication and archiving of research data and results. The 
layers are composed of input and output data and data elements, of technical and 
nontechnical organizational artefacts like researchers, policies, guidelines, the 
infrastructure, external organizational units as for example a trusted third party, and of 
activities responsible for managing and processing the data. Thereby, it is important to 
ensure a controlled interplay, both within and between the individual layers in order to 
generate traceable, and at best, reproducible data and results which can be reused in 
future research approaches. 
 
This illustration also depicts the core processing and artefacts in the DIC (red dotted 
line). The core data flows within a DIC and between associated CISs are subjected to 
complex data processing pipelines which require interdisciplinary medical and 
informatics stakeholder’s knowledge. Extensive data protection compliant data 
extraction, transformation, and load (ETL) processes tackle the different data 
elements, which are also attributed to the MI-I core data sets, on their journey from 
arbitrary sources like the laboratory information system up to the target research data 
repository (see also Figure 114). These complex ETL-routines are developed to transfer 
and store electronic health records (EHRs) from different clinical source systems into 
centralized data warehouse types while implementing approaches for healthcare data 
standardizing.  
The implementation of sustainable interoperable data structures demands joint 
agreements at different four interoperability levels, (a) semantic level, (b) syntactic 
level, (c) structural level and (d) organizational level. In practice, this means 
scrutinizing and employing of related ontologies and healthcare specific interface 
standards, like the Health Level Seven Fast Health Interoperability Resources (HL7 
FHIR)15,16. FHIR provides a generic definition of common health care concepts (e.g., 
patient, observation, practitioner, device, condition) and offers application 
programming interfaces (APIs) to access and reuse these resources while having a 
common understanding of the medical data. 
 
Going beyond these measures, additional accompanying information about the data 
and processes, often referred to as metadata, contains valuable information. Key 
contextual metadata possess knowledge about the data and unlocks hidden data 
treasure. The crucial role of metadata and good (meta)data management is 
emphasized by the Guiding principles for FAIR data stewardship (Findability-
Accessibility-Interoperability-Reusability)17,18. The FAIR principles are used to evaluate 
how well data comply with current standards in open and reproducible science19. 
Metadata contain substantial characteristics to express information for any kind of 
artifacts during data processing and managing20.  
Notably, the FAIR principles explicitly mention provenance as one component of 
metadata. The corresponding reuse principle (R1.2) is based on the provision of 
detailed provenance information. This information is required to identify data sources, 
input and output data sets and elements, and linked data transformation steps21. 
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Figure 1: Different layers in Medical Data Provenance: dataflow and data life cycle with 
accompanying (meta-) data and information management in the DIC (red dotted line) 

 
 
 
A basic understanding of the term provenance is given with a description of what 
happened to the data22. The World Wide Web Consortium provenance (W3C-PROV) 
working group defines provenance as “information about entities, activities and people 
involved in producing a piece of data or thing, which can be used to form assessments 
about its quality, reliability or trustworthiness standard”23. The PROV standard defines 
a domain-agnostic conceptual data model (PROV-DM) with clear extensibility points, 
with core and extended structures to embed these alongside the data it belongs to. 
Targeted data provenance information tracking and its lawful compliant managing 
during the whole data life cycle are critically important properties for understandability 
and reproducibility of scientific results24,25. Advantages and opportunities of data 
provenance have been demonstrated, for instance, in the EU-Horizon 2020 
TRANSFoRm project22. Researchers not considering the origin of data run into the 
hazard of systematically incomplete or wrong data. However, a provenance-oriented 
approach requires thorough planning, execution, and evaluation of data management 
processes in the respective application domain26. 
 
“Black box” processing and reporting of findings based on clinical routine data should 
no longer be acceptable since it may lead to loss of data and contextual knowledge 
about the data17,27. However, complex data transformation processes within DICs, as 
described above, demand rich provenance associated to these data elements in all 
data integration pipelines to gauge the quality of individual data elements. 
Insufficient information about data, formation processes and metadata results in 
traceability issues which poses validity risks and can impede the quality assessment 
of extracted clinical data and related processes. In this vein, data documentation is 
highly relevant to enable traceability and essential to ensure data integrity14,28. This is 
one reason why the DICs face an increasing pressure to implement thorough data 
management and quality concepts. To address this shortcoming, the current status of 
provenance in clinical routine data seeks clarification. 
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The main objective of this dissertation is to build up a concept for relevant medical 
provenance capture at German medical Data Integration Centers. This dissertation 
aims to propose a solution that enhances the reusability of clinical routine data in 
medical DIC by meaningful provenance traces for their reliable and trustful secondary 
use of data in clinical research and patient care.  
Secondly, this dissertation aims to serve as a preparatory data provenance 
contribution to the envisioned European Health Data Space (EHDS)29.  
In addition, the presented framework aims to foster the implementation of improved 
data managing concepts, leading to clear transparency, traceability and thus better 
provenance tracing through its lifecycle. Concurrently, this advances the accountability 
of a data integration center by reducing risks of the reuse of weak data in clinical 
research. It offers access to quality-assured and traceable data elements thereby 
boosting reliable and credible FAIR sharing of clinical research data. 
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2.2 Material and Methods in research work 

The concept of two successive published studies forms the key to this dissertation. 
 
The first study used a mixed-method study approach to examine the (meta-) data 
management practices for medical data elements throughout the data life cycle within 
German medical Data Integration Centers established in the Medical Informatics in 
Research and Care in University Medicine (MIRACUM) consortium (see publication 
1)14. 
 
The second study followed-up on previous findings from publication 1, notably the data 
management maturity framework dedicated to empowering data provenance. 
Recommendations were picked up to develop a provenance gathering strategy. This 
study implemented and presented provenance traces as a proof-of-concept.  
Metadata is specifically intended to strengthen the expressiveness of provenance 
traces which mirror both, the traceability chain, and the quality status of processed 
clinical data elements (see publication 230). 
 
Current literature was monitored continuously from the beginning and thoroughly 
examined based on a previously published scoping review protocol (see publication 
331) and the reported outcome (see publication 432). 
 

2.2.1 Mixed-method-study 

Insights from a MIRACUM workshop on FAIR data management and discussions with 
data experts led to a mixed-method study which combines qualitative and quantitative 
research work (see publication 114). First, this study aimed to obtain information about 
the current traceability and verifiability of processed patient data and metadata from 
heterogeneous clinical data sources in the DICs. In a second step, the development of 
a data management maturity framework should support the implementation of 
improved data management practices. It was hypothesized that a better provenance 
tracking would be feasible with a higher degree of transparency and traceability. 
The study was performed as a semistructured interview. The interviews based on a 
survey using questionnaires covering clinical data processing and provenance practice 
within the DIC. Discussions with data experts from a MIRACUM FAIR data 
management workshop led to the development of these questionnaires (see 
Multimedia Appendix 214). 
A total of 22 experts and stakeholders from 10 DICs participated in the interviews, 
which were conducted remotely and individually with each DIC. All qualitative and 
quantitative data were concurrently entered into a REDCap database by the 
interviewing person while screensharing. Thematic analysis was conducted on the 
collected qualitative data without identifying the DIC. Coding was performed to identify 
relevant concepts or patterns within the data on the 4-eyes-principle. Qualitative results 
were integrated with the corresponding quantitative results. The categorical variables 
were characterized using counts and percentages, and represented in corresponding 
tables and figures, if applicable. The figures were created with R (version 4.2.0; The R 
Foundation)33. 
Results from this study comprising a DIC maturity model for provenance readiness 
were published (see Figure 614) and reported compliant to the Good Reporting of a 
Mixed Methods Study (GRAMMS) checklist34 (see Multimedia Appendix 114). 
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2.2.2 Proof-of-concept 

The proof-of-concept (see Figure 430) combined a multi-stage approach to investigate 
the feasibility of automated generation of data provenance. This approach has been 
applied to different data integration pipelines at the University Medicine Mannheim 
(UMM-DIC). 
The proof-of-concept entails a thorough requirements analysis (an interdisciplinary 
team of internal stakeholders in the UMM-DIC (lead, medical experts, computer 
scientists, technical staff, process owner of the ETL process)) to acquire the different 
aspects in the system border and system context of the planned provenance tracking 
system (Provenance Information System trAces (PISA)). In addition, the pressing 
requirement details from the preceding scoping review and the mixed-method study 
were considered for a precise definition of the functionalities. The resulting 
requirements served subsequently to develop the logical data model. The logical data 
model was designed using a unified-modeling-language (UML) class diagram which 
displays the structure of data elements and the relationships between them and 
describes how the data needs to be implemented. 
The characterization of the associated data elements was achieved by determining the 
necessary metadata, preliminary value sets, W3C ontology mapping, and annotation. 
Documentary efforts were subjected to the good documentation practices like the 
ALCOA(+) principles35. An exemplary instantiation of the provenance information 
model on the described approach is given (see Figure 530). 
Finally, the provenance class was developed using Python, pewee, and a relational 
database. Test data element definitions were generated to develop and test the 
provenance class. Test data elements with comprehensive annotation were chosen to 
reflect the composition of a typical data integration repository. Seven data element 
types were defined, 100.000 data elements for each data element type were generated 
to produce a total of 700.000 provenance records using a Python (Python Foundation) 
script. 
Extraction of provenance traces to any format like a csv, W3C RDF/XML file or HL7 
FHIR resource “provenance” has been enabled. Finally, execution times for generating 
provenance traces were measured and evaluated. 
 

2.2.3 Literature Review 

A scoping review was conducted to present the current state of research on the 
provenance in the biomedical context. This scoping review followed the methodological 
framework by Arksey and O’Malley36 and investigated evidence regarding approaches 
and criteria for provenance tracking in the biomedical domain. The corresponding 
research questions in this review were also targeted to the potential value of 
provenance information, the guidelines, demands and challenges during 
accomplishment of provenance and the completeness evaluation of provenance. 
Based on the search strategy, the databases of PubMed and Web of Science were 
queried for articles published between 2006 and 2022. Title abstract screening with 
Rayyan37, full text reading and screening, information extraction in pre-tested 
templates have been performed independently. The protocol of this scoping review 
has previously been published in JMIR Research Protocols31, the report is currently 
undergoing a peer-review process and exists as pre-print32.  
This scoping review provides an extensive summary of current approaches and criteria 
for provenance tracking in the biomedical research domain. It discloses technical, 
implementation, and knowledge gaps with a focus on modeling and metadata 
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frameworks for (sensitive) scientific biomedical data and provides a roadmap for a 
tailor-made provenance software-framework-lifecycle (Provenance-SFL) with many 
additional results (see Figure 632). 
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3 PUBLICATIONS 

3.1 Publication 1: The Status of Data Management Practices across German Medical 
Data Integration: Mixed-Method Study 

This section delves into the status of data management practices across German 
Medical Data integration centers, as originally published in the Journal of Medical 
Internet Research (JMIR), an international, peer-reviewed, and open access journal. 
The original publication and appendices are available at JMIR 
(https://doi.org/10.2196/48809). 
  

https://doi.org/10.2196/48809
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3.2 Publication 2: Traceable Research Data Sharing in a German Medical Data 
Integration Center with FAIR geared provenance implementation: Proof-of- 
Concept Study 

This section provides a feasibility study for the implementation of medical provenance 
traces, as originally published in the Journal of Medical Internet Research (JMIR) 
Formative Research, an international, peer-reviewed, and open access journal. 
The original publication is available at JMIR Formative Research 
(https://doi.org/10.2196/50027). 
  

https://doi.org/10.2196/50027
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3.3 Publication 3: Approaches and Criteria for Provenance in Biomedical Data Sets 
and Workflows: Protocol for a Scoping Review 

This section contains the scoping review protocol, as originally published in the Journal 
of Medical Internet Research (JMIR) Research Protocol, an international, peer-
reviewed, and open access journal. 
The original publication and appendices are available at JMIR 
(https://doi.org/10.2196/31750). 
  

https://doi.org/10.2196/31750
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3.4 Publication 4: Capturing provenance information for biomedical data and 
workflows: A scoping review (pre-print) 

This section contains the scoping review, available as pre-print at research square. 
The manuscript is in peer-review at the Journal of Medical Internet Research (JMIR). 
 
(https://doi.org/10.21203/rs.3.rs-2408394/v1) 
 
  

https://doi.org/10.21203/rs.3.rs-2408394/v1
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3.5 Publication 5: TAPP: Defining standard provenance information for clinical 
research data and workflows - Obstacles and opportunities 

This section contains a conference (WWW ’23 Companion: Companion Proceedings 
of the ACM Web Conference 2023) contribution, as originally published in the 
Association for Computing Machinery Digital Library (ACM DL), an international, peer-
reviewed, and open access publication. 
The original publication is available at ACM Digital Library 
(https://doi.org/10.1145/3543873.3587562). 
  

https://doi.org/10.1145/3543873.3587562
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4 DISCUSSION 

The multilevel concept introduced in this cumulative dissertation marks the inaugural 
implementation of a solution for FAIR geared provenance tracking in a German 
medical DIC.  
This dissertation extends previous provenance research from other research domains 
and applies it to the use case of clinical data integration in the German medical 
informatics community. To achieve this goal the dissertation integrated granular 
stakeholder knowledge from medical, data management and IT operational experts to 
facilitate reuse of contextual enriched patient data. The created provenance 
information on a data element level comprehensively increments value and limitations 
on secondary use of patient data disseminated through the DIC. Leveraging 
provenance consolidates data acceptance, the DIC position on an organizational level 
and strengthens its compelling accountability. 
Using provenance will ultimately benefit researcher, patient’s data safety and the DIC.  
 
The studies reported here foresee a contribution to advances in sharing and reuse of 
biomedical and healthcare data for clinical research on an (inter-) national level in the 
forthcoming years. Particularly the envisioned EHDS, part of the European health data 
infrastructure, will benefit from provenance enriched real-world-data (RWD). Notably 
the challenges in healthcare, for example due to the increasing globalization, climate 
change and the SARS-CoV-2 pandemic, point out the high relevance in terms of health 
science and health policy for the establishment of high quality research databases 
incorporating provenance enriched data38,39. Careful data preparation and managing 
are essential for the success for the digitalization, sharing and access to quality health 
data in Europe40. 
 
 
A key finding from the underlying publications is that most provenance issues are 
related to the less governed data management practices in the DIC and to a lack of 
multistakeholder knowledge exchange. The studies showed that provenance capture 
in healthcare has not yet been implemented adequately nor homogeneously. 
 
The mixed-method study (see publication 1), contributed significantly to the 
understanding and traceability of the processed data14. This study observed that a high 
degree on “black-box” processing hinders the proper uptake of provenance traces for 
the multiple transformed medical data elements. Furthermore, this study triggered 
both, the establishment, and the prototypic implementation of a maturity framework. It 
is conceivable that the launch of a maturity framework for data managing tailored to a 
DIC could be one pillar for provenance as it demonstrates that a supportive, striking, 
and effective approach is necessary to significantly improve steering of traceable 
processed data. This maturity framework indicates the provenance readiness and 
marks the importance of metadata management and possible bottlenecks in 
provenance tracking. Metadata are crucial to preserve access to the understanding 
and traceability of data. The generated data provenance itself displays the strong 
dependencies on properties of metadata, transparency, traceability, and trust and thus 
their data protection-compliant extraction for secondary use. Without disposing 
appropriate metadata, properties, and relationship on involved (1) agents, like data 
owner, responsible staff acting on behalf of organizations , software, (2) entities, like a 
data input sources or data output, (3) activities, like programs or scripts in a research 
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process, transparency remains hidden, traceability is obscure and building trust in 
unreliable data and results is very difficult. For example, especially during essential 
semantic mappings of data, information about who mapped when what data and how 
is elementary to prove the correctness of the data. In addition, measuring points must 
be set up in the scripts and output needs evaluation to mark potential errors. 
Overall, this study aims at catalyzing an overarching (meta-) data management 
strategy. On the one hand, an iterative approach is necessary to overcome poor data 
managing practices. Measures include the deployment of appropriate personnel like 
data stewards or increased training sections41. System’s shortcoming could be 
properly identified and fixed by adequate data managing planning42. Beyond that, 
further major efforts are required to implement these developments on a broad scale 
like in the provenance workshop series “MInimal Requirements for Automated 
Provenance Information Enrichment” (MIRAPIE). First community-driven results to 
standardize provenance information enrichment for biomedical data and possibly 
beyond are disseminated (see publication 543). 
 
The second pillar towards a tailored data provenance implementation was built upon 
the proof-of-concept study. Here, the methodological and technical development led 
to a first ready-to-use python library (PISA), which enabled easy and fast automated 
establishment of provenance traces in the DIC (see publication 230). The created 
provenance traces, stored in a relational database, mirror a benchmark for the 
suitability and readiness of clinical routine data as research data. In this context, data 
provenance helps to explain the traceability of individually processed data elements 
and improves its reusability. However, it must be considered that the collection of 
clinical routine data in the CIS is not primarily designed for medical research. Adapted 
CIS and enabling requirements for extended documentation specifications will be 
indispensable for data standardization and facilitating data comparability for the future 
use. 
The PISA system displays extensible information about their source, destination, type 
of transformation, status of quality validation, and related ownership, valid governance 
documents and data stewardship. The possibility of extension offers the advantage 
that this provenance tracking solution can be further developed regarding an audit trail 
for provision in decision-supported systems. The generated provenance traces are 
format-neutral, so that any conversions, e.g. to FHIR, RDF, can be carried out at any 
time. 
 
Both original works together, presented in this dissertation, provide a framework 
towards warranting a better data provenance integration and augmenting information 
quality on data elements, their transformation and movement. Moreover, patient’s data 
safety benefits from this accomplishment44. 
The data issued to researchers show increased properties regarding reliability and 
integrity, reveal possible limitations, minimize risk for wrong use and ensure their 
trustful dissemination.  
 
The aspects listed have various possible implications since trust entails more than 
provenance of data elements. Trust implies privacy preserving and security from 
malign users and measure not to corrupt or change provenance information 
unjustifiably. Since provenance information, probably scattered in repositories, may 
contain confidential information, provision, availability, and potential access require a 
granular concept. Compliance can only be solved by technical access limitations and 
organizational measure. Moreover, balance must be found to represent provenance 
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information in a suitable way. Furthermore, scalability analysis should also be part of 
the research approach. Impact beyond the scope of this thesis is given in the context 
of artificial intelligence (AI) based systems in which transparent data provenance 
traces support decision-making purposes28, 44. 
 
Ongoing work determines appropriate methods and tools for provenance information 
management to achieve sustainability of the generated provenance and to uphold the 
provenance information properties. Further investigations into the structure of 
provenance information are relevant, for example why is certain kind of provenance 
information not available, was this information lost and when. Furthermore, the 
established concept and outcome will be transferred, integrated, and drive forward the 
MIRAPIE project.  
Provenance traces used in clinical research, which is subjected to specific compliance 
requirements, e.g. from FDA side, need much more documentation effort during 
development and implementation for provenance traces. The approach and results of 
this dissertation take up the pivotal measures to adhere to new released technical 
specification ISO/TS 23494-1 for a provenance information model for biological 
material and data series45. Thus, it is important to extend the current provenance 
approach toward an inspection- or audit ready one. However, accreditation will require 
more measures and efforts. 
 
 
Conclusion 
With rising legal and scientific demands, there is an urgent need for greater 
transparency by implementing provenance systems in research projects. 
This work identified the mandatory steps and synthesized underlying approaches and 
outcomes to implement fully automated provenance traces on medical data elements 
in German medical Data Integration Centers. The described provenance system PISA 
has been designed to minimize validity data risks and to produce a traceable pattern 
of data processing pipelines from their source. PISA thereby enriches biomedical data 
and pipelines with adequate FAIR maintained metadata on an (inter-) national level. 
The overall results pave the way for a reliable and trustful dissemination of FAIR and 
traceable data items for secondary use. Additionally, the crucial role and responsibility 
of a data steward escorting these data is highlighted. 
Future research will investigate on how provenance traces impact data quality and how 
far this pushes the reproducibility of digital objects. Secondly, guidance and 
recommendations are requested to provide the systematic measurement of 
provenance and calls for defining a minimal or gold standard.  
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5 ABSTRACT 

Summary 

Provenance enriched scientific results contribute significantly to their trustworthiness, 
reliability, and possible reproducibility. Provenance information leads to a higher 
interpretability of scientific data and enables reliable collaboration and data sharing. 
As no standard system exists, provenance is often not tracked properly, leading to 
issues with data trust and data quality, ultimately blocking research on biomedical, and 
particularly clinical data. This is significant as it directly impacts the development of 
new treatments and tools for patient care. Moreover, the use of responsible AI in 
clinical settings demands a detailed reporting and transparency of data capture, 
transformations, and analysis. 
In the context of the Medical Informatics Initiative funded by the German government, 
medical data integration centers have implemented complex data flows to load routine 
health care data into research data repositories for secondary use. Data management 
practices to sensitive data elements are of key importance throughout these 
processes, but no scientific work has so far been undertaken to examine the data 
provenance aspects. Insufficient knowledge about these data and processes can lead 
to validity risks and weaken the quality of the extracted data. The need to collect 
provenance data during the data life cycle is undisputed, but there is a great lack of 
clarity on the status.  
 
This cumulative dissertation presents the combination of a two-stage methodological 
approach to facilitate extensive provenance information enrichment in the data 
integration pipelines. A MIRACUM wide mixed-method study investigated both, the 
data management maturity status and provenance readiness and presented 
recommendations. The subsequent proof-of-concept study took up this outcome to 
model and implement an algorithm gathering continuously relevant provenance 
information during data integration pipelines. 
 
The results of this dissertation demonstrate how to enable automated provenance 
gathering on a medical data element level in a data integration center by combining 
the strength of quality- and health standard guided (meta-) data management 
practices. The study analysis disclosed several gaps for which efficient steps were 
illustrated toward a systematic provenance strategy. The subsequent implementation 
of a novel provenance algorithm achieved satisfying pipeline execution times. Overall, 
this indicates a high degree of traceability, accuracy, and reliability of the transformed 
data, with which a data integration center can meet any accountability obligations. In 
addition, this dissertation serves as a catalyst for the derivation of an overarching data 
management strategy, abiding data integrity and provenance characteristics as a key 
factor for quality and FAIR sustained health and research data. 
 
The dissertation anticipates recommendations enforce quality of patient data 
dissemination and guide the implementation of auditable and measurable provenance 
approaches. This development has a potentially broad application since it contributes 
to the envisioned European Health Data Space. 
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Zusammenfassung 

Mit Provenienz angereicherte wissenschaftliche Ergebnisse tragen wesentlich zur 
eigenen Vertrauenswürdigkeit, Zuverlässigkeit und möglichen Reproduzierbarkeit bei. 
Provenienz Informationen führen zu einer besseren Interpretierbarkeit 
wissenschaftlicher Daten und ermöglichen eine zuverlässige Zusammenarbeit und 
gemeinsame Nutzung von Daten. Da es kein Standardsystem gibt, wird die Provenienz 
oft nicht ordnungsgemäß verfolgt, was zu Problemen mit dem Vertrauen in die Daten 
und der Datenqualität führt und letztlich die Forschung an biomedizinischen und 
insbesondere klinischen Daten blockieren kann. Dies ist von großer Bedeutung, da es 
sich direkt auf die Entwicklung neuer Behandlungen und Instrumente für die 
Patientenversorgung auswirkt. Darüber hinaus erfordert der Einsatz 
verantwortungsvoller KI im klinischen Umfeld eine detaillierte Berichterstattung und 
Transparenz der Datenerfassung, -umwandlung und -analyse. 
Im Rahmen der von der deutschen Regierung geförderten Medizininformatik-Initiative 
haben medizinische Datenintegrationszentren komplexe Datenflüsse implementiert, 
um Routinedaten aus der Gesundheitsversorgung für die Sekundärnutzung in 
Forschungsdatenrepositorien zu laden. Dabei ist das Datenmanagement zur 
Verarbeitung und Verwaltung der sensiblen Datenelemente von zentraler Bedeutung. 
Unzureichendes Wissen über diese Daten und Prozesse kann zu Validitätsrisiken 
führen und die Qualität der extrahierten Daten beeinträchtigen. Die Notwendigkeit der 
Erfassung von Provenienz Daten während ihres Datenlebenszyklus ist unbestritten, 
aber es besteht ein großer Mangel an Klarheit über den Status. 
 
Diese kumulative Dissertation stellt die Kombination eines zweistufigen methodischen 
Ansatzes vor, um eine umfassende Anreicherung von Provenienz Informationen in den 
medizinischen Datenintegrationspipelines zu ermöglichen. Eine MIRACUM-weite 
„Mixed-Methods“ – Studie, eine Kombination aus qualitativer und quantitativer 
Forschungsmethode, untersuchte sowohl den Reifegrad des Datenmanagements als 
auch die Provenienz Bereitschaft und legte Empfehlungen vor. Die anschließende 
Machbarkeitsstudie griff diese Ergebnisse auf mit dem Ziel der Modellierung und 
Implementierung eines Provenienz Algorithmus. 
 
Die Ergebnisse dieser Dissertation legen dar, wie in einem medizinischen 
Datenintegrationszentrum durch die Kombination von qualitäts- und 
gesundheitsstandardgeleiteten (Meta-)Datenmanagement-Praktiken erstmalig gezielt 
automatisch Provenienz Informationen auf Datenelementebene erfasst, gespeichert 
und ausgeleitet werden können. Die Studienanalyse deckte mehrere Lücken auf, für 
die effiziente Schritte hin zu einer systematischen Provenienz Strategie aufgezeigt 
wurden. Die anschließende Implementierung eines neuartigen Provenienz 
Algorithmus führte zu zufriedenstellenden Ausführungszeiten während der 
Datenintegrationspipelines. Damit konnte ein hohes Maß an Rückverfolgbarkeit, 
Genauigkeit und Zuverlässigkeit der transformierten Daten erreicht werden mit 
welcher ein Datenintegrationszentrum einer möglichen Rechenschaftspflicht 
nachkommen kann. 
Darüber hinaus dient diese Dissertation als Katalysator für die Ableitung einer 
übergreifenden Datenmanagementstrategie, die Datenintegrität und Provenienz 
Merkmale als Schlüsselfaktor für qualitäts- und FAIR-gerechte Gesundheits- und 
Forschungsdaten beachtet. 
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Die Dissertation nimmt Empfehlungen vorweg, die die Qualität der Dissemination von 
Patientendaten verbessern und die Umsetzung von auditierbaren und messbaren 
Provenienz-Ansätzen anleiten sollen, und leistet damit einen Beitrag zum 
angestrebten Europäischen Gesundheitsdatenraum. 
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